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Introduction

Logic-locking has emerged as one of the frontline techniques in

securing the integrated circuits from hardware attacks – which

usually find their origins in the vulnerabilities related to the

manufacturing and supply line. Despite being efficient, logic

locking is not entirely secure from hardware attacks because of

inherent limitations in digital key gates. An alternative to this is

the idea of ‘BioKeyGates (BioKGs)’ that uses ‘genetic analogue

keys’ for the logic locking. BioKGs not only provide a more

secure platform, but also re-configurability post manufacturing

[1]. Here, we have discussed about designing the genetic

analogue keys and challenges & opportunities in the state of the

art.
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DNA as an analogue key for Bio-KGs in logic-locking offers a

promising nano-security paradigm. There are certain limitations in

converting secret information into genetic analogue-key (Error

free encoding) and reading with ISFETs (sensitivity and

specificity) mainly due to the length of the analogue-key

sequence. As part of BioNanoLock project, we aim first at

overcoming the specific challenges as discussed above towards

carrying out logic-integration of BioKGs as an alternative logic

locking scheme.

1. Encoding technology:

 Prone to high error in encoding larger sequences (>300 nts) 

limiting the amount of encoded information for BioKGs [2].

 Development of new, dedicated error correction code schemes.

2. Analogue-key recognition technology:

 High specificity ISFET-based detection optimal only for 

sequence length (10-25 nts).

 Development of alternative approaches to overcome sequence 

lengths and specificity issues with circuit integratable ISFETs.
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